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el nisldszuvasaumaiifedesfivansiniivarngdunsis esusaruasmnuigléau
Wowndegtugldnussuulisvaussidadliuassiariuaneys WedlFrussuvasaumeiagsunse
wangszuy iAnevdvausasliasaindonisldau nsulssugeavnssuiedududesdaviissuy
msidanisléuinsvesssuvasaumaiifndostvasiniinasingdunsemonisiigaidnuiiios
Ao (Single Sign-On) Weiiuussansnmnsldnussuuuardnnsauassnungldnu

2. ngUszasd

2.1 weysannsfeyanngudeysansiafivaringduasisnelunsulssnugpanmnssy

2.2 \edavihgrudeyamsieiiuar Sngdunsaielflunsdniunasnisiiuinnsdeyaansiediuas
MOeUnsY

2.3 Wauszansamlunisdansasiesiuarngdunselvidundadienty

2.4 wWelvnssudunadulumuulovisvesnmznssunsuisnainsmenswaugnseans
msdamsansiadl

2.5 Wetaviszuunswdwhemsldsialsessuas sWarwien (Single Sign-on) dwsumsitily
sTuUNUMUIRguRTY

2.6 Wedngunsaireuimasdmiusessussuugudoyaasiaiiuas ingdunsne
3. anugenadauiaulusgnsaan

gVoPaRs?l 3 WangVEsEUUsaUmAias A LAEMINAUUsE Y TULAT SeeT USEUUARYIA

- nagnsT 1 vuvau Uiuuse uily duda ngmansuasmsdeduliliaensdesiuanmisdeunay
weluladadelvsl ien1suimsdansiifilsransamuazmsysanmsdenlsadhfisuvamu

- nagvdi 2 Wanszuusygm AU gua waruSnsuuuRIva

- nagwST 3 Warun weund uazuSnisteyalunagsigeavinssy (National Industry Big Data)

4, nawdmue

v oa w @

dusznouianislssnu  gusznaunmsingdunsie (Wu §undn ddeeen duaningdumsie i)
uniSeu tdnfnw Ysvreuinali muvimisaunieigiasnnaenyu

5. YaULVANITANUUIIY

5.1 §avhswandesvaaulasanis Ussnoudae 383 duneu wwunisiidunuvelasanis
fisvyuanden wassssznaiinseurguianssuatiedalay
5.2 finwuazTiusinteya Tuirnudeinsvesssuuguteyamsiaiiuasingdunsne
5.2.1 d19rnarsiunuteyaarsiaivazingdunsigvamulsnunielunsulssny
gramNTsu Wy nasduaSuvalulainnnudasnielsesnnu NeIUIMISIANITNINGAAMNTISH LATNBIUINS
Jamsingdunsne Dusu
5.2.2 diausuuaniysunsteyassuugiuteyamsiaiiasingdunsievainsulssnu
PRAMNTTY
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5.2.3 35 18au188nANABINTYRE LT
5.3 A2 9BNLUUTEUY TNuImsmIysannisteyavesssuuguteyaasniiuaz Tngdunsie
fisesfumavhaweahenuiiisadesnglunsulssnugramnsss
5.4 Yevinlusunsuduluy (Prototype) svuugutayaaaaiiuasingdunse smude 5.3
5.5 Wauuasvaaausruuiudeyaansiniluazingdunsielviaisnsesiunisinuremiieu
Aevos
5.6 Samngunsaidmsumsuanidsudeyauaysruuinwmanuaendsvesdeya Ustnouse
5.6.1 gunsaitesiunmsyngn (Firewall) 31w 1 ¢o
AdNwREAUgIY
- Lﬂuqﬂﬂiiﬁ Firewall ¥tim Next Generation Firewall WUy Appliance
- §l Firewall Throughput litenin 25 Gbps
- fiteadousasruuiAietie (Network Interface) Wuy 10/100/1000 Base-T w3e
An31 Swauliitesndi 8 veq
- aunsansdauwariaafunisyngnguuusin 4 athation #il Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land Attack,
IP Fragment, ICMP Fragment \Jugulél
- @50YINSAMUA IP Address Wag Service Port Wuu Network Address
Translation (NAT) waz Port Address Translation (PAT) 1¢i
- @ansavinudnwg Transparent Mode 16
- @13130 Routing WuU Static, Dynamic Routing 1]
- §l Power Supply Wuu Redundant %38 Hot Swap 371u7u 2 Wiy
- annsauinisdamsaunsaliuinnsgIu HTTPS wie SSH edustios
- ansaiunardsseasdenuaynI9@0UN15LEuU (Logging/Monitoring)
'lug‘dl,m‘u Syslog 18
- usalgnumusnasgu 1Pve 18
5.6.2 gUnsalnga9dauNIIYNgN (Intrusion Prevention System) 31w 1 YA
ﬂmé’nwmzﬁugm
- fugunsni (Hardware Appliance) fleanuuunniitetlasfumsynnmanietng
(Intrusion Prevention System)
- ansavhulalulvan Passive wae In-line w3e find1
- amossnduiimsyninuasllestunetelsesnaes fui Signature matching,
Protocol / Packet Anomalies, Statistical anomalies ¥58 Application anomalies, Overflow, Worm, Virus,
Backdoor Program, Trojan Horse, Port Scanning, Spy ware, Packet Analysis, DoS, DDoS
- anansavinulsegnson 3 Segments Tu IPS mode
- firu$alun1snsaadu (Throughput) Liidesnda 1 Gbps

/ Jogunsal ...
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- Wogunsnidndgmannsaviauldedsiaies Bypass Traffic) Tnedasdaynya
In-Line Mode @nunsniudsioyalamuuna

- 31 Power Supply kU Redundant #38 Hot Swap $7uU 2 Wi

- AUsaUIMSIANIgUNsSalNIULIRSEIU HTTPS %3e SSH lalliuatnilas

- mansauiviazdineaziBeauaznsvaeuNsldau (Logging/Monitoring) Tuguiuy
Syslog 1ot

- ANIOLTIIUNNIINTFIU IPVE 16l

5.6.3 \p3espauiawesutitiedmiuldidu Application Server $1uau 1 Y0

AdnwL Uy

- fimgyszanananany (CPU) wuu 12 unuwan (12 core) winhinin dmsiu
ARUNLNDIHIUNE (Server) laBlanie u,azﬁﬂ'J'mL%’Jé’tgcy'lmmﬁmf‘;ug'mhjﬁaﬂn'h 2.1 GHz 921U
litasndn 2 wiae

- vigUszanananae (CPU) 5995Un15Uszanananuy 64 bit Inisanudiwuy
Cache Memory Litlaanin 16 MB

- fivtawanudindn (RAM) wlla ECC DDR4 w3afinin aualitieanin 32 GB

- avuayun1sviiau RAID iveenda RAID O, 1, 5

- fimbedafiudoya (Hard Drive) %fin SCSI %38 SAS ffmnusaseulivesnin
10,000 soUABUNT %30 ¥l Solid State Drive Wiadn1 uaslimnuglitosndn 450 GB §1uau
lideynin 4 wihe

- i1 DVD-ROM wi3efnin wuudadanislu (internal) wianteuen (External)
91U 1 e

- fladourassuuIatne (Network Interface) WUy 10/100/1000 Base-T w38
Ana uulitesndn 2 9ea

- flRenmuuy LED videndh swnelitesndn 17 1 dauau t wie

- §l Power Supply WUU Redundant #38 Hot Swap 97u2u 2 vt

5.6.4 \n3espeyiaunesitedwmiuldidu Database Server S1uau 1 4@

qmé‘nwmﬁug'm

- fimagyszunananany (CPU) wuvu 12 wnuwdn (12 core) w3adnin dmiu
paNRMBIWLYIY (Server) lnalanie LLazﬁmmL%’Jé’tyiymmﬁmﬁuﬁmlﬁﬁaEjmh 2.1 GHz 37uau
laitiaann 2 wiae

- yiheUsganaranand (CPU) $895UMsUszananaluy 64 bit dnuieaudnwuy
Cache Memory Lidasnin 16 MB

- fivdeaudmdn (RAM) dia ECC DDRE wsefinin wualitissnii 32 GB

- afuayun1svineu RAD litlesnda RAID 0, 1, 5

/ Svdaediu ..




- Smdedpifiudeya (Hard Drive) wila SCSI %30 SAS fiflanaseuliveund
10,000 seusiau¥l w38 wiin Solid State Drive w3afini1 wazfianuglitdosnia 450 GB $ru
Litasndn 4 wie

- {1 DVD-ROM ¥3efinin wuudadanielu (intemal) wienteuan (External)
U 1 e

- fitoadousiasyuuiriatng (Network Interface) WUy 10/100/1000 Base-T %o
find wliitesndt 2 ¥ea

- fRenmiuy LED wiedindt swwliitionndn 17 1 $wau 1 wie

- 1l Power Supply WUU Redundant #38 Hot Swap $211u 2 Wiy

5.6.5 gunsnid1sesdaya (SAN) vu1m 60 T8 d1udu 1 9

ﬂmé’nwmsﬁugﬂu

- Hugunsaiivinvthiidaufudeyauuy Unified Storage Ssanunsaviulusyuy
SAN (Storage Area Network) uag NAS (Network Attached Storage) 191

- fidumuangunsal (Controller) wuu Dual Active-Active Controller

- Hugunsaldaiudeyauuu RAID Mflassadrafunuy Rack Modular Chassis
annsasasiunsindeaadl ltosndt 24 gn

- {1 Host Interface {Juwuy Ethernet iSCSI fisasiurudlumsideusadi 1 Gops
Wy RIGS Snulsidesndn 4 ports waveui$aft 10 Gbps wuu RIA5 Sunulsitfesndn 4 ports

_ flpavensfissunsi@oniinga Host Interface Wisnfisl WUy 16 Gbps Fibre
Channel %38 8 Gbps Fibre Channel %38 12 Gbps SAS %38 10 Gbps iSCSI #38 56 Gbps Infiniband 161

_ finsa Host Interface WUy 8 Gbps Fibre Channel $7uauliitissnin 8 ports

- §i$1uu Cache Memory sasluszuu (iifu SSD fivimihfiaiiou Cache
Memory Tuszuu) vwnbidosndt 128 GB uazsesiunisvenglagean 256 GB

- fsvuulioafumsgymevesdeyaiieguu Cache Tunsdifilsiflwidedussuy

- aunsaideusiofaiiuuy SSD, SAS, NL-SAS uag SATA 1y chassis fieafiu

- fimiredeufiutioya (Hard Disk) wila SAS v3efind1 Milauisa Interface
Liitioundn 12 Gbps awwmAnuylidesndt 1.8 T8 uasfinnudaseulitesndi 10,000 seusieuwndt S1uau
lsifaanidn 40 mine

- fimbedaiuteyauiin SSD Aifleuida Interface lsitfondn 12 Gbps wum
anuglitenndt 3.8 T8 dwulitesndt 10 i

- fimiedafudoyariin 5SD AflAuisa Interface liitfosndn 12 Gbps wue
anuglsitiosndt 1.6 T8 Swliitiesndt 4 mine dwiuimihiidu Cache

- 5935UN13VNBNTRRR Hard Disk Iésaugeanlitosndn 860 wune Wisldny
sauffussovene Hard Disk UBOD w38 Expansion Unit) 18 wazanuilunisidiensasswing Storage fu
shnevenaliivdesnin 12 Gbps
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KCP/ N o7 C’RZ—S{JQ/ Jiam =




- @13130%11 RAID WUU RAID 0, 1, 5, 6, 10, 50 wag 60 161
- @150a319 LUN (Disk Logical unit) Talsitiaenin 4000 LUN
- atuayunsvia Device Mapper uag Multipath 1ol
- @111385993UN19¥1 thin provisioning, snapshot  wag volume mirror/copy 161
- A1505995UN15Y1 storage tiering, SSD cache Wag remote replication [
- seafumsidntiadayariu Protocol 1 CIFS/SMB, NFS AFP, FTP, WebDAV, FC,
iSCSI, FCoE, OpenStack Swift 161
- 9933UN9YIIUTINAUTEUU Cloud Tun1svia Cloud Cache,Cloud Tiering @y
Cloud Backup 1a
- 5995UNMIYMUTINAUSEUUURURNS Windows Server 2008, 2008R2, 2012,
2012R2, Hyper-V, Linux, Solaris, Mac OS X, VMware Wag Citrix XenServer 1§
- AWTAUIMITIANITUAE Monitor STUURIUNIY Web, SSH waz Console
Terminal 1¢1
- asaasnuFdeu (Alert/Event Notification) TugUuu e-mail wag SNMP trap 160
- finda Redundant Power Supply $runlsitesndt 2 yn Fichhummgﬂu 80PLUS
Jueenstion
- 5¥uudn384 (Redundant) 1y RAID Controller, wiiadniiudaya (Drive) way
unaaanelw (Power supplies) ansanendeuliluneldny (Hot-swappable)
- fszuvfiaunsaviuanudlumsmyuresdadiiivinzauiunisvihay
- 19sumssusesmuanesgiu FCC, CE waz UL \ustnaies
- ViEvglauesmsesiniideiusasnnuitnidnvewminiuel vieauidnves
wanSuslulsandlve fusesigunsaiflauaifuvedlvyl Swegluamenisudn wasdudldnisatduayu
ynafuwadakaruinisudnismedmiulasinisi
- figflonslinundesuazgunsaidu q wiew CD/DVD utility :nnussndudavde
Download 970 website USEMEREAR
- inilauesianazdenauagunsalifioly Storage annsovhauhnfuLades
pouRmosuivielfetauysal viethiaue Ethemet Switch agstes 1 gafleatuayulunsyihauves
LuurRdlATINIG
- Ethernet Switch ArdnwayiugIy
- fivpadeusiosruuinTatng (Network Interface) Wuu 10/100/1000
Base-T w39#n31 91uiuliitiesnin 24 4eq
- fivpsdwiusesiunmaidensdesyuuieiatng (Network Interface) wuu
10 Gbps WUy RJ45 Fiuliidesnin 4 199
- fdyoaliuaniannuzsveimsinutendeusessuuiriatenntes
- 5835U Mac Address ldilaitfoenda 16,000 Mac Address
- ansauImsdnnmsgunIalinuvnalusunsy Web Browser 1@
- awnsadedaya Log File Tuguuuu Syslog 1elduadtios
/ 5.6.6 FOWAUIS ...
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5.6.6 gaWAWISsTUURBIN RS leilou dwisuudmsdansreaawesialiou Tu Cloud System
294N 51T INURRAUNTIU W 1 YA
AndnwEugIY
- Wussuuufuanisfiesnuuuunviiminiidiassssuuiniesusivisiaiiou
(Virtual Machine) Tagianig
- 5995UNSUUISNEINSY0Y Hardware  suaa1tmenssu hypervisor  sanilu
\3nsnauImesiaiiou (Virtual Machine) Wunnndt 1 indespeufinmesiasiou
- anwnsarfvuaiud Disk Space Mrsuiamesiaiiouluwuy Thin Provisioning 1¢
- ansadheinIssreniamesialiou (Virtual Machine) 4haim3es Server Lile
Faanistngsineaieies server TnglinaliAnmnudemesenuiviiuueiomasiamediaiou (Vitual
Machine) viadsmasegldruiisuuimset
- gunsodelvafanaliouvesnauiimesialioudny storage  laleglunalviia
amudamerenuiivihuuaissreufainediaiiou (Virtual Machine) viedwasegldnuiifuuinsey
- @ansaiineene CPU, Memory Wa Disk TWiuin3ssnaufiawmesiailou (Virtual
Machine) Tngliineliinauidemeniavgaliuinisle
- spafumsSamsniesasnanfinseiiailou (Virtual Machine) Tuwuusmlusd wle
Hardware w3ossuuUuinisvganmsvinnuviaiinanudemels
- annsariwusliiedeseeyiamesialiou (Vitual Machine) irfisgunsaldnifiu
Toyauuuueslé W Fibre Channel, iSCSI sy
- anunseviinsdiseadeyainiesneufiumesiaiiou (Vitual Machine) 1olnghises
14 Agent anunsevitausauiu Storage ABuBN (SAN 38 NAS) uazsedaunsaaina Policy unsuinisg
Fansidea Storage Aanldausniuls
- fiavsmsldnugnepamungvuneg Swauliidesndn 4 Processor Licenses
- fipdeaflolunisuimsinnisiaieusitneiaiion (Hosts) uaziplasrauiumos
wflou (Virtual Machine) LLuuquénaNmﬁmms
5.6.7 WiunsuszuuUiimsdwiuiedosmauiamesuldng (Server) dwsusesiumng
Uszanananans (CPU) laitiosndn 16 unumdn (16 core) Fiilavavsgnsieamungyang S1uau 2 yo
5.6.8 Pi'n.ﬁ']ﬁuﬁﬁ Rack dwiduansssuupeufaumes vunalitosnth 42U dwiuldideuss
fluszuy Cloud ﬂaaﬂsﬂsamuqmawnﬁuﬁ ISP
AndnwrugIY
- fivneiay Public IP Address u 4 (IPvd) 31unulsidpenit 4 vuneway
- §lvuneiaw Public IP Address gu 6 (IPv6) Sruiuliitiesndn 1,000 naneiay
- fwnd@eulndrduaulivdesndn 16 wWideu
- fpadousesruuiniotnendonldnusruudumesiiln wuu 10/100 Base-T w30
Anin Snulivesndn 4 o4
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- fiszuundensasla wioussuutufinnw szuuauaudszgidn-oen
(Access Control) szuulwiidses ssuuUfusmAkasmuAuA Y SrUURTIITuRTUN STuUsumas
wazszUURTIIduthiagy
vy 1) gunsalrauiiames aufidlusunsuszuuufianisdmiuiniomeniianes
witing (Server) §1¢uf 5.6.1 - 5.6.7 dlulasinsil Fosansnsavhausauiy
etaiivssansam
2) gunsalpoufiames sudlusunsuszuvufianisdmiuiniesneufianes
wite (Server) ddiufl 5.6.1 - 5.6.7 FosipmautRmudorivusveuinainy
visoilguandRfiang
3) gUnsalroNRIRDTARUT 5.6.1 - 5.6.5 diosaunsoRndslug Rack dm$uns
SEUUABNNIMBTUINTTIULA
4) gunsairouinmasadiufl 5.6.1 - 5.6.5 Faalduinasgususzuunisdanis
awndon sumsdsendandany sumstesiunssuniureseiusimdnludh
flaglusunugunsallwihdy q uarléfumnmspusummiasndeserldan
5) nsdiifindynAugunselreyiames MUinwdsutindidunsuilunely
12§21 mnmuigunsaidrgaunwsastiudlaveidsugunsallvaidady
gunsaliivie fu uasfinudnwuslarsiFetulvudiasaniegly 72 $alus von
iaansasuiunsdandndreduld Tdvimidetuasmanandouuumins
uilylyiauensulsanugranvnssunely 15 Ju Fuanfuidamedades
5.7 IaRnausNdMIUNGUANa 9
5.7.1 gauassuudeyaduingdunsie Livesndt 10 Au
5.7.2 glgnuszuuteyamuingdunsie ldueendn 30 Ay
5.8 dnvigiledmiugldnungueng
5.8.1 §auaseuy (System manual) tegyasmuingdunsie litesndn 10 e
5.8.2 fldeuszuu (User manual) Yayasuingdunse lddpendt 30 ey

6. NANER NASWS uAziTIR

6.1 HANEA
6.1.1 Hszuugudeyasuasiniiuaringdune wisugunsalreuiianes

w as '

6.1.2 szuvanIawenleadeyamuansiniluayingdunstgvemiisnunelunsulssnu
PRAMNTIA
6.1.3 gauaszuuiazdlinussuvlniunmsineusulvanunsaldiulagnees

6.2 HAAWS
6.2.1 nalsanugaamnssuiszuugudeyamsiriluaringdunsevemursnuiiysanns
doyaninmisnuniglunsulssnugramngss
6.2.2 nulsaugnaInssuiszuun1siinfesEuuIUANIRgduRs18Men1 YT

Ussiduazsiaeinuied (Single Sign-on)
/ 6.2.3 nsulsanu ...
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6.2.3 nsulssnugmavnssuiigudeyaansinduasingdunsaisldatuayunissudunis

as

vawrgnuaglutaraguennsulssnugramnssy wasatuayunisiduguddeyaansiaiivasng
DUATIBUVIR

o o
6.3 YA
6.3.1 szuuguteyaasiaiiuar Ingdunseannsaldnuldegrafivss@nsnm
6.3.2 Anuiawelaveadldnusruugutoyaasiniivay Tngdunsie

7. szEzatfniiunig
« Wou TunnfuiiuinywdelfuRau
8. MIdNauIY

Snwdasiifiunuuazdmimenudweusensulsanugaamnssunuisnisawialuil

8.1 Sndasaauiodiu (Inception Report) Aifinaruasutumuveuwanissiiuau 4o 5.1
f1unu 12 atu anelu 1 Weu Tuaniuifivsnwudsfuian

8.2 §ndsenuAuiavtatud 1 (interim Report 1) filkanuAsutumswauRAM ANy
#o 5.2 w12 avu el 3 ey Tunntuiifuinwuds iR

8.3 ddasnaaumnufinmthaltuil 2 (nterim Report 2) Afinanupsuiumuauwamssiuny
0 5.3 - 5.4 $wu 12 atu melu 5 Feu Tunnfuiivsnwudaiifnu

8.4 dadsssrsnuatiuauysel (Draft Final Report) Afinanuasuthumuveuwansdiiuay
$9 5.5 - 5.6 $1uau 12 atu nelu 7 Hou Tunnfuiiiuinwudwfoiny

8.5 dndasneauatiuanysal (Final Report) fianuasufumaeuwansiuiiun 9o 5.1 - 5.8
f1uau 12 avu aglu 9 Weu Tuaniuiviusnwuda iR

/9. Feuan ..
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9. FELLIAINTIEIINEY

a & HUA1974 y -
Nan | 1heu raulun1sanetu
(Sowaz)
o & v : e v
Wedwausesuleswdu (Inception Report) Aiflnaauasudy
1 1 10 mudeulynisdasieuany 98 8.1 uasnsulswugnaIMng L
WiuYaU
WadwausnenuaNuAIuinatuy 1 (Interim Report1) sl
2 3 25 NaNUASUNIUALEaUluNSAILBUNY 98 8.2 waznsulsanu

guamnssulirnuiiuteu

dedaaussnuanufmuihatudl 2 (Interim Report2) #ifl
3 5 25 ranupsuiumRoulunsdweuny 7o 8.3 wagnsulsany
guannssulvinnuiuyey

dlodweustessnuatiuanysal (Draft Final Report) i

4 7 25 nanuAsuiusmdeulunsdweuau 4o 8.4 wasnsulsany
geamnssulvirnuiuray

Fedweussruatiuauysel (Final Report) fifinanunsufiu
5 9 15 mudeulunisdasuau 9o 8.5 uagnsulssnugmanvnssuly
ANLLAUTOU

10. wanUszNUNAaIY

LY v

10.1 ﬂimﬂﬂﬂiﬂﬁ:}’]LUU‘V!U?ENWU‘UEN?% H19199gvniudnvIiouay WW?JE]GLQUV]‘\?‘]ENQ’IEJIUQ’JWHU

o3
= s

Wedulssfunanu vieiiusneanimildesUssiuresunsuienidedUseiuddnvseiindues
suesnelulsuve Saflorgmsenuseiunasnorgdygunusuliind vediedundnussiuunudls
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